1. download Subversion client (used Aqua Data Studio)

2. use Subversion client to download OpenDNSSEC distribution from http://svn.opendnssec.org/tags/OpenDNSSEC-1.0a3
3. Installing everything on RedHat Linux instance 10.131.69.130 (dev-ng-core3)

· Box already had the following packages installed in /app/vrsn/bin:
· Openssl

· Python2 (2.4.3) – was missing Python.h (needed by 4Suite-XML-1.0.2)
· Java 1.6.0_02 (Java required during build only)
· $ export PATH=/app/vrsn/bin:.:/usr/local/bin:$PATH
· $ export LD_LIBRARY_PATH=/app/vrsn/lib:/app/vrsn/lib/engines:/usr/local/lib:/usr/local/lib/ruby/1.8/i686-linux:/usr/lib:/usr/lib/engines:/lib:.
· $ export SOFTHSM_CONF=/usr/local/etc/softhsm.conf
· $ cat /etc/redhat-release  to identify the RHEL distribution →  Red Hat Enterprise Linux AS release 4 (Nahant Update 5)
· Downloaded following packages to /usr/src/redhat and installed as Root user:
· ldns-1.6.1.tar.gz

· gunzip ldns-1.6.1.tar.gz
· tar xvf ldns-1.6.1.tar
· ln -s ldns-1.6.1 ldns

· ln -s /usr/src/redhat/ldns/include /usr/src/redhat/ldns/include/ldns

· cd ldns
· ln -s /app/vrsn/packages/openssl.VRSN-0.9.8g/lib/*.so /usr/lib

· ln -s /app/vrsn/packages/openssl.VRSN-0.9.8g/lib/*.a /usr/lib

· ln -s /app/vrsn/packages/openssl.VRSN-0.9.8g/lib/engines /usr/lib

· *yum install openssl-devel (required for ssl.h)
· ./configure
· make

· make install

· libxml2-2.6.19-1.i386.rpm (ftp://xmlsoft.org/libxml2/old/)
· rpm –Uvh libxml2-2.6.19-1.i386.rpm
· libxml2-devel-2.6.19-1.i386.rpm (ftp://xmlsoft.org/libxml2/old/)
· rpm –Uvh libxml2-devel-2.6.19-1.i386.rpm
· Botan-1.8.6.tgz

· gunzip Botan-1.8.6.tgz
· tar xvf Botan-1.8.6.tar
· ./configure.py --cpu=ia32 --with-tr1-implementation=none
· make 
· make check
· make install
· ruby-1.9.1-p243.tar.gz (BAD distro – replaced with other version)
· gunzip ruby-1.9.1-p243.tar.gz

· tar xvf ruby-1.9.1-p243.tar

· cd ruby-1.9.1-p243

· ./configure

· make
· make test
· make install

· This package appears to include openSSL for Ruby (another prerequisite)

· rubygems-1.3.5.tgz

· gunzip rubygems-1.3.5.tgz

· tar xvf rubygems-1.3.5.tar
· cd rubygems-1.3.5
· ruby setup.rb
· dnsruby-1.36.gem (from http://rubyforge.org/frs/?group_id=2387&release_id=38686)

· gem install dnsruby-1.36.gem

· 4Suite-XML-1.0.2.tar.gz
· yum install python-devel (since needed Python.h)

· mkdir –p /app/vrsn/packages/python.VRSN-2.4.3/include/python2.4

· cp -r /usr/include/python2.3/* /app/vrsn/packages/python.VRSN-2.4.3/include/python2.4

· gunzip 4Suite-XML-1.0.2.tar.gz
· tar xvf 4Suite-XML-1.0.2.tar
· cd 4Suite-XML-1.0.2
· python setup.py install
· TEST:

$Python (RETURN)
Python 2.4.3 (#1, Jan  9 2008, 07:45:55) 

[GCC 3.4.6 20060404 (Red Hat 3.4.6-3)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> from Ft.Xml import Domlette (RETURN)
>>> from Ft.Xml.Xslt import Processor (RETURN)
>>> print Processor (RETURN)
<module 'Ft.Xml.Xslt.Processor' from '/app/vrsn/packages/python.VRSN-2.4.3/lib/python2.4/site-packages/Ft/Xml/Xslt/Processor.pyc'>

$ 4xml -h

SNIP

$ 4xslt -h

SNIP

$ 4xpath -h

SNIP

$ 4rdf -h
Traceback (most recent call last): (error)

  File "/usr/bin/4rdf", line 9, in ?

    from Ft.Rdf._4rdf import RdfCommand

· sqlite-amalgamation-3.6.17.tar.gz (from http://www.sqlite.org/download.html)
· gunzip sqlite-amalgamation-3.6.17.tar.gz
· tar xvf sqlite-amalgamation-3.6.17.tar
· cd sqlite-3.6.17
· ./configure
· make
· make install
· open-dns-sec-1.0a3
· Autoconf version 2.61 or higher is required (http://www.gnu.org/software/autoconf/#downloading) 
· GNU M4 is a prerequisite for Autoconf (http://www.gnu.org/software/m4/m4.html)
· m4-latest.tar.gz 

· gunzip m4-latest.tar.gz
· tar xvf m4-latest.tar
· cd m4-1.4.13
· ./configure
· make

· make check
· make install
· autoconf-2.64.tar.gz
· gunzip autoconf-2.64.tar.gz
· tar xvf autoconf-2.64.tar
· cd autoconf-2.64
· ./configure
· make
· make check
· make install
· Install OpenDNSSEC

· sh autogen.sh
configure.ac:18: error: possibly undefined macro: AC_PROG_LIBTOOL

      If this token and others are legitimate, please use m4_pattern_allow.

      See the Autoconf documentation.

autoreconf: /usr/local/bin/autoconf failed with exit status: 1

· yum install libtool (needed to resolve the above issue)
· sh autogen.sh

· ./configure   --prefix=/usr/local/opendnssec   --sysconfdir=/etc   --localstatedir=/var
checking for ruby library xsd/datatypes... -e:1:in `require': no such file to load -- xsd/datatypes (LoadError)

        from -e:1:in `<main>'

configure: error: Missing ruby library xsd/datatypes

configure: error: ./configure failed for auditor
· ftp://ftp.ruby-lang.org/pub/ruby (needed to resolve above issue)
· gunzip ruby-1.8.7-p174.tar.gz
· tar xvf ruby-1.8.7-p174.tar
· ./configure

· make test
· make install
· cd /usr/src/redhat/rubygems-1.3.5
· ruby setup.rb
· gem install dnsruby-1.36.gem
· continue installation for OpenDNSSec
· make fails
· export CDPATH=.   (this fixes the issue)
· Continue installation for OpenDNSSec
/bin/sh ../libtool --mode=link --tag=CC gcc  -g -O2 -pedantic -Wall -Wextra   -o communicated  communicator.o ../common/libenforcer.a ../ksm/libksm.a -L/usr/lib -lxml2 -lz -lpthread -lm -L/usr/local/lib -lsqlite3 -L../../libhsm/src/.libs -lhsm  

gcc -g -O2 -pedantic -Wall -Wextra -o .libs/communicated communicator.o  ../common/libenforcer.a ../ksm/libksm.a -L/usr/lib -L/usr/local/lib /usr/local/lib/libsqlite3.so -L/usr/src/redhat/open-dns-sec-1.0a3/libhsm/src/.libs /usr/src/redhat/open-dns-sec-1.0a3/libhsm/src/.libs/.libs/libhsm.so /usr/local/lib/libldns.so -lnsl -lcrypto -lxml2 -lz -lpthread -lm -ldl -Wl,--rpath -Wl,/usr/local/lib

gcc: /usr/src/redhat/open-dns-sec-1.0a3/libhsm/src/.libs/.libs/libhsm.so: No such file or directory

make: *** [communicated] Error 1

· cd /usr/src/redhat/open-dns-sec-1.0a3/libhsm/src/.libs

· ln -s . .libs      (fixes the build issue above)
· Continue installation for OpenDNSSec
· FINALLY built SUCCESSFULLY!!!!!
· Install softHSM-1.0.0-RC3
· sh autogen.sh
· ./configure
· make
· make install
· Rebuild Dynamic Linker Cache
· /sbin/ldconfig /app/vrsn/lib /app/vrsn/lib/engines /usr/local/lib /usr/local/lib/ruby/1.8/i686-linux /usr/lib /usr/lib/engines /lib
Configuration

1. Create sqlite3 Keys Database 
a. cd /usr/local/var/opendnssec
b. sqlite3 -init /usr/local/share/opendnssec/database_create.sqlite3 slot0.db
2. Initialize libsofthsm

a. softhsm --init-token --slot 0 --label "OpenDNSSEC"
Enter SO PIN:  secure!
Enter user PIN: secure!
3. Edit softhsm.conf

a. vi /usr/local/etc/softhsm.conf
# softHSM configuration file

#

0:/usr/local/var/opendnssec/slot0.db
4. Edit conf.xml

a. vi /usr/local/etc/opendnssec/conf.xml

enter the softHSM Repository PIN (from above)

<Configuration>

    <RepositoryList>

        <Repository name="softHSM">

            <Module>/usr/local/lib/libsofthsm.so</Module>

            <TokenLabel>OpenDNSSEC</TokenLabel>

            <PIN>secure!</PIN>

        </Repository>
    </RepositoryList>
    <Common>

        <Logging>

            <Syslog><Facility>local0</Facility></Syslog>

        </Logging>

        <PolicyFile>
 



     /usr/local/etc/opendnssec/kasp.xml 
        </PolicyFile>
    <ZoneListFile>
        /usr/local/etc/opendnssec/zonelist.xml
    </ZoneListFile>

    </Common>
    <Signer>

<WorkingDirectory>
    /usr/local/var/opendnssec/tmp
</WorkingDirectory>

<WorkerThreads>8</WorkerThreads>

       
<SignerThreads>1</SignerThreads>
        <!--

<NotifyCommand>
    my_nameserver_reload_command <TBD>
</NotifyCommand>

        -->

    </Signer>

    <Auditor>

<WorkingDirectory>
   /usr/local/var/opendnssec/tmp
</WorkingDirectory>

    </Auditor>

</Configuration>

The XSD definition for this file can be found at http://trac.opendnssec.org/browser/trunk/OpenDNSSEC/xml/conf.rnc 

A full annotation for this configuration file can be found at http://trac.opendnssec.org/wiki/Signer/Configuration/ExampleConfXml?version=5 
5. Create A Test Zone File To sign

a. vi /usr/local/var/opendnssec/unsigned/example-zone.com
@ IN SOA  dev-ng-core4 dnsuser ( 4 10800 3600 604800 86400 )

  IN NS   dev-ng-core4

localhost               A       127.0.0.1

ajax                    A       192.168.5.24

                        MX      10 ajax

odysseus                A       192.168.5.23

                        MX      10 odysseus

achilles                A       192.168.5.20

                        MX      10 achilles

diomedes                A       192.168.5.22

                        MX      10 diomedes

dev-ng-core4            A       192.168.5.1

                        MX      10 dev-ng-core4

menelaeus               A       192.168.5.28

                        MX      10 menelaeus

agamemnon               A       192.168.5.21

                        MX      10 agamemnon
6. Edit Zone Signer Configuration

a. Need one of these per zone to sign
b. vi /usr/local/var/opendnssec/signconf/example-zone.com.xml
<?xml version="1.0" encoding="UTF-8"?>

<SignerConfiguration>

    <Zone name="example-zone.com">

        <Signatures>

            <Resign>PT2H</Resign>

            <Refresh>P3D</Refresh>

            <Validity>

                    <Default>P7D</Default>

                    <Denial>P14D</Denial>

            </Validity>

            <Jitter>PT12H</Jitter>

            <InceptionOffset>PT300S</InceptionOffset>

        </Signatures>

        <Denial>

            <NSEC3>

                <OptOut/>

                <Hash>

                    <Algorithm>1</Algorithm>

                    <Iterations>10</Iterations>

                    <Salt>656d6d6b7469736169646f677461</Salt>

                </Hash>

            </NSEC3>

        </Denial>

        <Keys>

            <TTL>PT3600S</TTL>

            <Key>

                <Flags>257</Flags>

                <Algorithm>5</Algorithm>

                <Locator>DFE7265B783F418685380AA784C2F31D</Locator>

                <KSK/>

                <Publish/>

            </Key>

            <Key>

                <Flags>256</Flags>

                <Algorithm>5</Algorithm>

                <Locator>8D76C0C49FEB4A97B8E920C7552401CE</Locator>

                <ZSK/>

                <Publish/>

            </Key>

        </Keys>
   
    <SOA>

            <TTL>PT3600S</TTL>

            <Minimum>PT3600S</Minimum>

            <Serial>unixtime</Serial>

        </SOA>

    </Zone>

</SignerConfiguration>

See http://trac.opendnssec.org/wiki/Signer/Policy for more details on the configuration parameters.

The XSD definition for this file can be found at http://trac.opendnssec.org/browser/trunk/OpenDNSSEC/xml/signconf.rnc 
7. Edit zonelist.xml

a. vi /usr/local/etc/opendnssec/zonelist.xml
<?xml version="1.0" encoding="UTF-8"?>

<ZoneList>

    <Zone name="example-zone.com">

        <Policy>default</Policy>

        <SignerConfiguration>/usr/local/var/opendnssec/signconf/example-zone.com.xml</SignerConfiguration>

        <Adapters>

            <Input>

                <File>/usr/local/var/opendnssec/unsigned/example-zone.com</File>

            </Input>

            <Output>

                <File>/usr/local/var/opendnssec/signed/example-zone.com</File>

            </Output>

        </Adapters>

    </Zone>

</ZoneList>
The XSD definition for this file can be found at http://trac.opendnssec.org/browser/trunk/OpenDNSSEC/xml/zonelist.rnc 
8. Edit kasp.xml

a. vi /usr/local/etc/opendnssec/kasp.xml
<?xml version="1.0" encoding="UTF-8"?>

<KASP>

        <Policy name="default">

                <Description>A default policy</Description>

                <Signatures>

                        <Resign>PT2H</Resign>

                        <Refresh>P3D</Refresh>

                        <Validity>

                                    <Default>P7D</Default>

                                    <Denial>P14D</Denial>

                        </Validity>

                        <Jitter>PT12H</Jitter>

                        <InceptionOffset>PT300S</InceptionOffset>

                </Signatures>

                <Denial>

                        <NSEC3>

                            <OptOut/>

                            <Resalt>P100D</Resalt>

                            <Hash>

                                    <Algorithm>1</Algorithm>

                                    <Iterations>5</Iterations>

                                    <Salt length="8"/>

                            </Hash>

                        </NSEC3>

                </Denial>

                <Keys>

                        <!-- Parameters for both KSK and ZSK -->

                        <TTL>PT3600S</TTL>

                        <RetireSafety>PT3600S</RetireSafety>

                        <PublishSafety>PT3600S</PublishSafety>

                        <!-- <ShareKeys/> -->

                        <!-- Parameters for KSK only -->

                        <KSK>

                            <Algorithm length="2048">7</Algorithm>

                            <Lifetime>P1Y</Lifetime>

                            <Repository>softHSM</Repository>

                            <Emergency>1</Emergency>

                            <RFC5011/>

                        </KSK>
                        <!-- Parameters for ZSK only -->

                        <ZSK>

                            <Algorithm length="1024">7</Algorithm>

                            <Lifetime>P14D</Lifetime>

                            <Repository>softHSM</Repository>

                            <Emergency>1</Emergency>

                        </ZSK>

                </Keys>

                <Zone>

                        <PropagationDelay>PT9999S</PropagationDelay>

                        <SOA>

                            <TTL>PT3600S</TTL>

                            <Minimum>PT3600S</Minimum>

                            <Serial>unixtime</Serial>

                        </SOA>

                </Zone>

                <Parent>

                        <PropagationDelay>PT9999S</PropagationDelay>

                        <DS>

                            <TTL>PT3600S</TTL>

                        </DS>

                        <SOA>

                            <TTL>PT3600S</TTL>

                            <Minimum>PT3600S</Minimum>

                        </SOA>

                </Parent>

        </Policy>

</KASP>

The XSD definition for this file can be found at http://trac.opendnssec.org/browser/trunk/OpenDNSSEC/xml/kasp.rnc 

See http://trac.opendnssec.org/wiki/Signer/Policy for more information on the Key and Signing Policy Requirements.

A full annotation for this configuration file can be found at http://trac.opendnssec.org/wiki/Signer/Configuration/ExampleKaspXml 
9. Set up KASP database

a. cd /usr/local/var/opendnssec
b. ksmutil setup
*WARNING* This will erase all data in the database; are you sure? [y/N] y

SQLite database set to: /usr/local/var/opendnssec/kasp.db

File /usr/local/var/opendnssec/kasp.db does not exist, nothing to backup

Repository softHSM found

No Maximum Capacity set.

RequireBackup NOT set; please make sure that you know the potential problems of using keys which are not recoverable

zonelist filename set to /usr/local/etc/opendnssec/zonelist.xml.

kasp filename set to /usr/local/etc/opendnssec/kasp.xml.

Policy default found

Warning: converting P1Y to seconds may not give what you expect

Zone example-zone.com found

Policy set to default.

10. Key Management

Create ZSK and KSK

a. mkdir -p /usr/local/etc/opendnssec/keys

b. chmod 700 /usr/local/etc/opendnssec/keys

c. cd /usr/local/etc/opendnssec/keys
d. openssl genrsa -out openssl_rsa_ZSK.pem 1024
e. openssl genrsa -out openssl_rsa_KSK.pem 2048
f. openssl pkcs8 -topk8 -in openssl_rsa_ZSK.pem -inform pem -out openssl_pkcs8_ZSK.pem -outform pem 

g. zsk-secure! (input passphrase)

h. openssl pkcs8 -topk8 -in openssl_rsa_KSK.pem -inform pem -out openssl_pkcs8_KSK.pem -outform pem 

i. ksk-secure! (input passphrase)

Import Key Pairs to libsofthsm

a. softhsm --import openssl_pkcs8_ZSK.pem --slot 0 --label OpenDNSSEC --id A1B1 --pin 'secure!' --so-pin 'secure!' --file-pin 'zsk-secure!' --force
b. softhsm --import openssl_pkcs8_KSK.pem --slot 0 --label OpenDNSSEC --id A2B2 --pin 'secure!' --so-pin 'secure!' --file-pin 'ksk-secure!' –force
Running OpenDNSSEC
1. Start the signer_engine
· /usr/local/sbin/signer_engine
Python engine proof of concept, v 0.0002 alpha

Zone list updated: 0 removed, 1 added, 0 updated

running as pid 6145

Unable to continue, stopping:

· Needed to update Python code for signer_engine to log the actual error which caused the above to fail
· vi /usr/local/lib/opendnssec/signer/Engine.py +703  (inserted code below)
syslog.syslog(syslog.LOG_ERR, "Error: " +  str(e))

        raise e

· /usr/local/sbin/signer_engine
Python engine proof of concept, v 0.0002 alpha

Zone list updated: 0 removed, 1 added, 0 updated

running as pid 6145

Unable to continue, stopping:
· cat /var/log/messages
Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Zone example-zone.com locked

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Scheduling task to sign zone example-zone.com at 1253126824.65 with resign time 7200

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: acquire cond

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: notify

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: release cond

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Releasing lock on zone example-zone.com

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: No output file found, seconds to resign: 0

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Scheduling task to sign zone example-zone.com at 1253126824.65 with resign time 7200

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: acquire cond

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: notify

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: release cond

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Zone example-zone.com added

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: opening socket: /usr/local/var/run/opendnssec/engine.sock

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Engine running

Sep 16 14:47:04 dev-ng-core3 OpenDNSSEC signer engine: Error: 

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 1 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 1 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 1 released lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Got task for worker 1

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Worker 1 run task

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Zone action to perform: 3

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Resorting signed zone: example-zone.com

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: No signed zone yet

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Sorting zone: example-zone.com

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: No information yet for key DFE7265B783F418685380AA784C2F31D

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Generating DNSKEY RR for DFE7265B783F418685380AA784C2F31D

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 2 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 2 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 2, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 2 released lock by going to wait (indef)

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 7 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 7 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 7, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 7 released lock by going to wait (indef)

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 3 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 3 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 3, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 3 released lock by going to wait (indef)

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 8 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 8 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 8, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 8 released lock by going to wait (indef)
Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 5 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 5 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 5, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 5 released lock by going to wait (indef)

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 6 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 6 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 6, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 6 released lock by going to wait (indef)

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 4 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 4 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 4, sleep for 0

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 4 released lock by going to wait (indef)

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: create_dnskey stderr: Unable to find key with id DFE7265B783F418685380AA784C2F31D 

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: create_dnskey status: 11

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: equality: False

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Error: could not find key DFE7265B783F418685380AA784C2F31D

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: No information yet for key 8D76C0C49FEB4A97B8E920C7552401CE

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Generating DNSKEY RR for 8D76C0C49FEB4A97B8E920C7552401CE

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: create_dnskey stderr: Unable to find key with id 8D76C0C49FEB4A97B8E920C7552401CE 

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: create_dnskey status: 11

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: equality: False

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Error: could not find key 8D76C0C49FEB4A97B8E920C7552401CE

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Run command: '/usr/local/libexec/opendnssec/zone_reader -o example-zone.com -w /usr/local/var/opendnssec/tmp/example-zone.com.sorted -n -s 656d6d6b7469736169646f677461 -t 10 -a 1'

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Writing file to zone_reader: /usr/local/var/opendnssec/unsigned/example-zone.com

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: stderr from sorter: Warning: Syntax error, could not parse the RR's TTL: 

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: stderr from sorter:   

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: Sorting failed

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 1 acquiring lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 1 acquired lock

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: no task for worker 1, sleep for 7199.94631004

Sep 16 14:47:05 dev-ng-core3 OpenDNSSEC signer engine: worker 1 released lock by going to wait (for ttime)

· Need to update Zone Signer Configuration to fix the ZSK and KSK keys (bold underline)
· vi /usr/local/var/opendnssec/signconf/example-zone.com.xml
       <Keys>

            <TTL>PT3600S</TTL>

            <Key>

                <Flags>257</Flags>

                <Algorithm>5</Algorithm>

                <Locator>DFE7265B783F418685380AA784C2F31D</Locator>

                <KSK/>

                <Publish/>

            </Key>

            <Key>

                <Flags>256</Flags>

                <Algorithm>5</Algorithm>

                <Locator>8D76C0C49FEB4A97B8E920C7552401CE</Locator>

                <ZSK/>

                <Publish/>

            </Key>

        </Keys>
2. Start the keygend daemon
· TODO
3. Start the communicated daemon
· TODO
Querying SQLite

sqlite3 /usr/local/var/opendnssec/slot0.db <enter>
sqlite> .tables <enter>

Attributes           Token                parameters_policies

KEYDATA_VIEW         categories           policies           

Objects              dnsseckeys           securitymodules    

PARAMETER_LIST       keypairs             serialmodes        

PARAMETER_VIEW       parameters           zones

sqlite> .databases <enter>
seq  name             file                                                      

---  ---------------  ----------------------------------------------------------

0    main             /usr/local/var/opendnssec/slot0.db                      

1    temp             /var/tmp/sqlite_TjURasmkfMBG560
sqlite> .help <enter>
.databases             List names and files of attached databases

.dump ?TABLE? ...      Dump the database in an SQL text format

.echo ON|OFF           Turn command echo on or off

.exit                  Exit this program

.explain ON|OFF        Turn output mode suitable for EXPLAIN on or off.

.header(s) ON|OFF      Turn display of headers on or off

.help                  Show this message

.import FILE TABLE     Import data from FILE into TABLE

.indices TABLE         Show names of all indices on TABLE

.mode MODE ?TABLE?     Set output mode where MODE is one of:

                         csv      Comma-separated values

                         column   Left-aligned columns.  (See .width)

                         html     HTML <table> code

                         insert   SQL insert statements for TABLE

                         line     One value per line

                         list     Values delimited by .separator string

                         tabs     Tab-separated values

                         tcl      TCL list elements

.nullvalue STRING      Print STRING in place of NULL values

.output FILENAME       Send output to FILENAME

.output stdout         Send output to the screen

.prompt MAIN CONTINUE  Replace the standard prompts

.quit                  Exit this program

.read FILENAME         Execute SQL in FILENAME

.schema ?TABLE?        Show the CREATE statements

.separator STRING      Change separator used by output mode and .import

.show                  Show the current values for various settings

.tables ?PATTERN?      List names of tables matching a LIKE pattern

.timeout MS            Try opening locked tables for MS milliseconds

.width NUM NUM ...     Set column widths for "column" mode

sqlite> .exit <enter>
sqlite3 /usr/local/var/opendnssec/slot0.db ‘select * from keypairs’ <enter>
nothing

sqlite3 /usr/local/var/opendnssec/slot0.db 'select * from Token' <enter>
0|OpenDNSSEC                      

1|9FE5E2EABD23564BCDC65E3262B2AD5DFF7578C2FB3E0F63FB8CA41807076063

2|9FE5E2EABD23564BCDC65E3262B2AD5DFF7578C2FB3E0F63FB8CA41807076063
sqlite3 /usr/local/var/opendnssec/slot0.db ‘select * from dnsseckeys’ <enter>
nothing

OpenDNSSEC Installation folders and files/binaries
/usr/local/etc/
softhsm.conf

(need to edit)
/usr/local/bin/
softhsm

hsmspeed

hsmutil

ksmutil

kasp_auditor

/usr/local/share/opendnssec/
conf.rnc  
database_create.sqlite3  
kasp.rnc  
signconf.rnc  
zonelist.rnc
conf.rng  
kasp2html.xsl            
kasp.rng  
signconf.rng  
zonelist.rng
/usr/local/var/opendnssec/
slot0.db 

(need to create)
kasp.db  

(need to create)
/usr/local/etc/opendnssec/
conf.xml  

(need to edit)
conf.xml.sample  
kasp.xml  

(need to edit)
kasp.xml.sample  
zonelist.xml  

(need to edit)
zonelist.xml.sample

· Using yum package manager for software with many additional dependencies on other software packages (e.g., gcc, g++) 

· Used RHEL4.0 U5 I386 at https://cba.se.vrsn.com/rhel/yum  (generates /etc/yum.conf OS specific file)
· Needed to add following hosts (Verisign Yum repositories) to /etc/hosts since not resolving:

172.23.156.108 cba-lks2-sbo1.se.vrsn.com

10.170.156.55  cba-br-cbo1.se.vrsn.com

10.170.156.56  cba-br-cbo2.se.vrsn.com

10.131.156.55  cba-lks-cbo1.se.vrsn.com

10.131.156.56  cba-lks-cbo2.se.vrsn.com

205.234.109.19 gems.rubyforge.org

· Installed packages:

· yum install gcc

· yum install gcc-c++.i386
· yum install ruby

· yum install openssl-devel

· Manually downloaded RPMs from http://cba-lks2 sbo1.se.vrsn.com/repo/rhel/4/complete/i386/ 

· gcc4-c++-4.1.2-44.EL4.i386.rpm
· gcc-c++ >= 3.4.4-2 is needed by gcc4-c++-4.1.2-44.EL4.i386

· gcc4 = 4.1.2-44.EL4 is needed by gcc4-c++-4.1.2-44.EL4.i386

· libstdc++-devel = 3.4.3 is needed by gcc4-c++-4.1.2-44.EL4.i386

